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AMENDMENT TO RULES COMM. PRINT 119-33

OFFERED BY MR. WALKINSHAW OF VIRGINIA

At the end of subtitle ' of title XII, add the fol-

lowing new section:

1 SEC. 12 . REPORT ON USE OF SHADOW ARTIFICIAL IN-

2 TELLIGENCE.
3 (a) REPORT ON USE OF SHADOW ARTIFICIAL INTEL-
4 LIGENCE.—
5 (1) IN GENERAL.—Not later than 180 days
6 after the date of the enactment of this Act, the Sec-
7 retary of Defense shall submit to the appropriate
8 congressional committees a report on the use of un-
9 approved artificial intelligence models and artificial
10 intelligence-powered applications (in this section col-
11 lectively referred to as “shadow AI’”) within informa-
12 tion technology networks of the Department of De-
13 fense, and any cybersecurity risks and data exposure
14 vulnerabilities introduced by such use.
15 (2) ELEMENTS.—The report under paragraph
16 (1) shall include the following:
17 (A) the steps the Secretary is taking to
18 monitor and identify shadow AI in such infor-
19 mation technology networks;
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2
1 (B) the steps the Secretary is taking to
2 mitigate cybersecurity and data security risks of
3 shadow Al
4 (C) a detailed assessment of any known or
5 suspected data leakage resulting from shadow
6 Al including any leakage of the personal data
7 of members of the Armed Forces or sensitive
8 national security data; and
9 (D) steps taken to develop plans to transi-
10 tion unapproved artificial intelligence systems
11 into sanctioned information technology environ-
12 ments, decommission unapproved systems alto-
13 eether, or implement security controls and re-
14 mediate shadow Al once discovered.
15 (3) FormM.—The report under paragraph (1)
16 shall be submitted in unclassified form, and shall in-
17 clude an unclassified executive summary.
18 (4) PUBLICATION.—The unclassified executive
19 summary of the report required under paragraph (1)
20 shall be published on a publicly accessible website of
21 the Department of Defense.
22 (b) BRIEFING.—Not later than 30 days after the sub-

23 mission of the report under subsection (a), the Secretary

24 shall provide to the appropriate congressional committees
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3
I a briefing on the findings, conclusions, and recommenda-
2 tions contained in such report.
3 (¢) APPROPRIATE CONGRESSIONAL COMMITTEES DE-
4 FINED.—In this section, the term ‘“‘appropriate congres-
5 sional committees’” means—
6 (1) the Committee on Armed Services of the
7 House of Representatives; and
8 (2) the Committee on Armed Services of the
9 Senate.
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Amendment to Rules Comm. Print 119–33


Offered by Mr. Walkinshaw of Virginia


At the end of subtitle F of title XII, add the following new section:


SEC. 12__. Report on use of shadow artificial intelligence.

(a) Report on use of shadow artificial intelligence.— 


(1) IN GENERAL.—Not later than 180 days after the date of the enactment of this Act, the Secretary of Defense shall submit to the appropriate congressional committees a report on the use of unapproved artificial intelligence models and artificial intelligence-powered applications (in this section collectively referred to as “shadow AI”) within information technology networks of the Department of Defense, and any cybersecurity risks and data exposure vulnerabilities introduced by such use.


(2) ELEMENTS.—The report under paragraph (1) shall include the following: 


(A) the steps the Secretary is taking to monitor and identify shadow AI in such information technology networks;


(B) the steps the Secretary is taking to mitigate cybersecurity and data security risks of shadow AI;


(C) a detailed assessment of any known or suspected data leakage resulting from shadow AI, including any leakage of the personal data of members of the Armed Forces or sensitive national security data; and


(D) steps taken to develop plans to transition unapproved artificial intelligence systems into sanctioned information technology environments, decommission unapproved systems altogether, or implement security controls and remediate shadow AI once discovered.


(3) FORM.—The report under paragraph (1) shall be submitted in unclassified form, and shall include an unclassified executive summary.


(4) PUBLICATION.—The unclassified executive summary of the report required under paragraph (1) shall be published on a publicly accessible website of the Department of Defense.


(b) Briefing.—Not later than 30 days after the submission of the report under subsection (a), the Secretary shall provide to the appropriate congressional committees a briefing on the findings, conclusions, and recommendations contained in such report.


(c) Appropriate congressional committees defined.—In this section, the term “appropriate congressional committees” means— 


(1) the Committee on Armed Services of the House of Representatives; and


(2) the Committee on Armed Services of the Senate.
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  At the end of subtitle F of title XII, add the following new section: 
  
  12__. Report on use of shadow artificial intelligence 
  (a) Report on use of shadow artificial intelligence 
  (1) In general Not later than 180 days after the date of the enactment of this Act, the Secretary of Defense shall submit to the appropriate congressional committees a report on the use of unapproved artificial intelligence models and artificial intelligence-powered applications (in this section collectively referred to as  shadow AI) within information technology networks of the Department of Defense, and any cybersecurity risks and data exposure vulnerabilities introduced by such use. 
  (2) Elements The report under paragraph (1) shall include the following: 
  (A) the steps the Secretary is taking to monitor and identify shadow AI in such information technology networks; 
  (B) the steps the Secretary is taking to mitigate cybersecurity and data security risks of shadow AI; 
  (C) a detailed assessment of any known or suspected data leakage resulting from shadow AI, including any leakage of the personal data of members of the Armed Forces or sensitive national security data; and 
  (D) steps taken to develop plans to transition unapproved artificial intelligence systems into sanctioned information technology environments, decommission unapproved systems altogether, or implement security controls and remediate shadow AI once discovered. 
  (3) Form The report under paragraph (1) shall be submitted in unclassified form, and shall include an unclassified executive summary. 
  (4) Publication The unclassified executive summary of the report required under paragraph (1) shall be published on a publicly accessible website of the Department of Defense. 
  (b) Briefing Not later than 30 days after the submission of the report under subsection (a), the Secretary shall provide to the appropriate congressional committees a briefing on the findings, conclusions, and recommendations contained in such report. 
  (c) Appropriate congressional committees defined In this section, the term  appropriate congressional committees means— 
  (1) the Committee on Armed Services of the House of Representatives; and 
  (2) the Committee on Armed Services of the Senate. 
 

